Kaspersky vs Eset NOD32

The Test Machine

Kaspersky 6.0
Eset Nod32 2.51

Summary

Test Machine

VMware 5.5 on Win XP SP2 on Dell Optiplex GX620, 3.0 GHz Dual-core Pentium, 3 GB Ram, 160 GB SATA HD
Windows XP SP2 +Updates

Utilizing one core @3.0 GHz

256 MB RAM

10 GB HD w/ 2.46 GB used

Kaspersky 6
Installed with default settings
Had trouble updating & had to point to different server

Startup from login to all apps loaded is about 18 seconds:
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run]

"VMware Tools"="C:\\Program Files\\VMware\\VMware Tools\\VMwareTray.exe"

"VMware User Process"="C:\\Program Files\\VMware\\VMware Tools\\VMwareUser.exe"
"Intel APMClient"="\"C:\\Program Files\LANDesk\\LDClient\\amclient.exe\" /apm /s /ro"
"LANDesklInventoryClient"="C:\\Program Files\LANDesk\LDClient\\LDIScn32.exe"
"LANDeskVulscanClient"="C:\\Program Files\LANDesk\\LDClient\\vulScan.exe"
"SDClientMonitor"="\"C:\\Program Files\LANDesk\LDClient\\webportal\\sdclientmonitor.exe\""
"kav"="\"C:\\Program Files\\Kaspersky Lab\\Kaspersky Anti-Virus 6.0\\avp.exe\""

Fragmentation
Windows Disk Defragmenter
Copyright (c) 2001 Microsoft Corp. and Executive Software International, Inc.

Analysis Report

Volume size =9.99 GB
Cluster size =4 KB
Used space =2.46 GB
Free space =7.52 GB
Percent free space =75%

Volume fragmentation

Total fragmentation =11%
File fragmentation =23%
Free space fragmentation =0%

File fragmentation

Total files = 14,452
Average file size = 236 KB
Total fragmented files =1,262

Total excess fragments =6,616
Average fragments per file =1.45

Pagefile fragmentation



Pagefile size =384 MB
Total fragments =1

Folder fragmentation

Total folders =1,219
Fragmented folders =17
Excess folder fragments =117

Master File Table (MFT) fragmentation

Total MFT size =16 MB
MFT record count = 15,729
Percent MFT in use =96
Total MFT fragments =2

You should defragment this volume.

Idle
Image Mame PID  CPU CPU Tirme . Mem Usage WM Size | Peak Mem Usage
alg. exe 24 00 I:I IIII:I IIII:I 3,176k 3,760 K
o 3,180 K 7,396 K , -
avp.exe 1576 02 D.DE.DE 5,188 K 21,680 K 42,584 K
Scanning
Image Mame PID CPU CPU Tirme . Mem Usage YM Size  Peak Mem Usage
alg. exe G4 Qo 0:00:00 3,176 K 1,145k 3, 760K
A 0:00:17 14,808 K 8,020 K
avpLExe 1576 47 0:02:25 18,328 K 23,020 K 42,584 K
Image Mame PID  CPU CPU Time | Mem Usage YM Size | Peak Mem Usage
alg.exe G4 ] 0:00;00 1,365 K 1,145 K 3,760k

aAVpLEXE 1244 02 EI EIEI 19 9,976 K g,020 K 17,572 K
» 317 ST E 5 e 3

P Usage Hiskory

PF Usage Page File Usage Hiskory

156 MB

Taokals Phwwsical Memory (k)

Handles 7401 Tokal 261616
Threads 300 Available 108060
Processes 29 System Cache 125345
Cammik Charge (k) Kernel Memarsy (k)

Tatal 160652 Tokal 26365
Lirnit 631444 Paged 19064

Peak 182572 Monpaged T304
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Irnage Marme PID  CPU CPU Tirme | Mem Usage WM Size | Peak Mem Usage

alg.exe 624 o :00:00 144 K 1,148 K 3, 760K

avp.exe 1244 o moozz 3,200k 5,020 K 17,572 K

avp.Exe 1576 70 0:04:47 150,554 K 179,625 K 151,944 K
CPL Usage CPU Usage Histu:ury
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PF Usage Page File Usage Hisktorsy

Tokals Pheysical Memory (k)

Handles 7449 Tatal 261616

Threads 300 Bevailable 169940

Processes a0 Systemn Cache 127132

Cormmit Charge (k) kKernel Memary (k)

Total 166550 Total 26476

Lirvit 631444 Paged 158944

Peak, 327863 Monpaged 7532

Image Mame PID  CPU CPU Time  Mem Usage WM Size  Peak Mem Usage
alg.exe 629 oo 00000 144 K 1,148 K 3,760 K
aVELEXE 1244 i} 00025 4,316 K g,020 K 17,572 K
avp.EXE 1576 oo 0:07:40 16,732 kK 21,592 K 135,824 k

avp.exe, PID1244 = 87 Modules
avp.exe, PID1576 = 141 Modules

Scanned: 45,184
Duration: 00:14:45

Statistics
Object Scanned Detected Untreated Deleted Movedto Archived Compressed Password Corrupted
Quarantine protected

Total 45184 0 0 0 0 431 57 0 0

Mem 1983 0 0 0 0 3 1 0 0

SU Obj 1488 0 0 0 0 9 7 0 0

SysRes 2792 0 0 0 0 39 9 0 0
Mailbox 0 0 0 0 0 0 0 0 0

HDs 38921 0 0 0 0 380 40 0 0

RemDs 0 0 0 0 0 0 0 0 0

On-access Protection
Copying from CD



cgi, ... Properties

General

N

Tvpe:
Location:
Size:

Size on disk:

Aktribukes

Image Mame

alg.exe
avp.exe
avpLExe

CPU Usage

679 Files, 112 Folders

Mulkiple Tvpes
All in D,
390 MB (409,679,051 bytes)

391 MEB (410,368,480 bytes)

[VIRead-only:
[ ]Hidden
[ archive
PID  CPU
620 oo
1596 oo
1988 oo
CPU Lsage History

CPU Tirme  Mem Usage WM Size  Peak Mem Usage
0:00:00 1,764 K 1,145 K 3,664 K
0:00:31 3,628 K 17,708 K 32,600 K
0:00:00 2,596 K 2,224 K 5,600 K

PF Usage

AR
"-1'.-"i|r'l W, "n'-.JI |§".'I '.J Ll.-'ﬂlr_Jll'-.__'.'Illl.-'

Taokals
Handles

Threads
Processes

Cammik Charge (k)

Tatal
Lirnik
Peak

Phiwsical Memaory (k)

7196 Tokal 26lela

3l2 Available 119552

29 System Cache 135800
Kernel Memory (k)

156300 Takal 21732

631444 Paged 15044

176596 Monpaged (& tad

Took Approx 3 minutes 38 seconds
Allowed all files to be copied, Zero detections

Scanned copied files on HD using Maximum detection settings

Image Mame

avp. exe

PID | CPU
1596 94

19856 03

CPU Time | Mem Usage WM Size
0:04:41 21,120k 4
00025 11,340k 6,912 K 12,236 K



CPU Usage CPU Usage History
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Page File Usage Hiskary

121 ME
Tokals Phrysical Memory (k)
Handles 7476 Tokal
Threads 310 Hevailable
Processes 29 System Cache
Carmmit Charge (K Kernel Memary (k)
Total 154924 Tokal
Lirnit 631444 Paged
Peak 156360 Monpaged

261616
116444
63236

22380
15552
a3

Left 11 untreated, had to click Neutralize All, check Apply to all, click Delete archive link, click Yes

Deleted the 11 remaining

Scan

Scanned: 21024

Detected: 44

Untreated: 0

Start time: 6/7/2006 5:56:46 PM
Duration: 00:06:22

Finish time: 6/7/2006 6:03:08 PM

Detected

deleted: Trojan program Rootkit.Linux.Agent.40 File:

alpha/ifconfig

deleted: Trojan program Rootkit.Linux.Agent.40 File:

alpha/netstat

deleted: Trojan program Rootkit.Linux.Agent.40 File:
deleted: Trojan program Rootkit.Linux.Agent.40 File:
deleted: Trojan program Trojan.DOS.KillCMOS.I File:
deleted: malware not-virus:Hoax.DOS.lllegal File:
deleted: Trojan program Rootkit.Linux.Agent.40 File:

tools-1.32-alpha/ifconfig

deleted: Trojan program Rootkit.Linux.Agent.40 File:

tools-1.32-alpha/netstat

deleted: Trojan program Rootkit.Linux.Agent.40 File:

C:\Temp\bakdoorz\Irk4-src.tgz/Irk4.src.tar/Irk4/net-tools-1.32-
C:\Temp\bakdoorz\Irk4-src.tgz/Irk4.src.tar/Irk4/net-tools-1.32-

C:\Temp\bakdoorz\Irk4-src.tgz/Irk4.src.tar/Irk4/findutils/xargs/xargs
C:\Temp\bakdoorz\Irk4-src.tgz/Irk4.src.tar/Irk4/findutils/locate/locate
C:\Temp\bios\killcmos.zip\KILLCMOS.COM/Protect

C:\Temp\key loggers\winerr.zip\OE.EXE
C:\Temp\UNIX\LINUX\tools\Irk5.src.tar.gz/Irk5.src.tar.tar/Irk5/net-

C:ATemp\UNIX\LINUX\tools\Irk5.src.tar.gz/Irk5.src.tar.tar/Irk5/net-

C:ATemp\UNIX\LINUX\tools\Irk5.src.tar.gz/Irk5.src.tar.tar/Irk5/psmisc/fuser

deleted: Trojan program Rootkit.Linux.Agent.40 File:

C:ATemp\UNIX\LINUX\tools\Irk5.src.tar.gz/Irk5.src.tar.tar/Irk5/psmisc/killall

deleted: Trojan program Rootkit.Linux.Agent.40 File:



C:ATemp\UNIX\LINUX\tools\Irk5.src.tar.gz/Irk5.src.tar.tar/Irk5/findutils/xargs/xargs
deleted: Trojan program Rootkit.Linux.Agent.40 File:
C:ATemp\UNIX\LINUX\tools\Irk5.src.tar.gz/Irk5.src.tar.tar/Irk5/findutils/locate/locate
deleted: Trojan program Rootkit.Linux.Agent.40 File:
C:\Temp\UNIX\LINUX\tools\Irk5.src.tar.gz/Irk5.src.tar.tar/Irk5/sniffer/sniffer
deleted: Trojan program Backdoor.Win32.Cheeser File:
C:\Temp\WINTEL\Applications\aoltrojan.zip\client.exe/ASPack

deleted: Trojan program Backdoor.Win32.Cheeser File:
C:\Temp\WINTEL\Applications\aoltrojan.zip\server.exe/ASPack

deleted: Trojan program Backdoor.Win32.Cheeser File: C:\Temp\WINTEL\Applications\aoltrojan.zip\serverc.exe
deleted: Trojan program Trojan-Dropper.Win32.EliteWrap.103  File:
C:\Temp\WINTEL\Applications\elitewrap.zip\elitewrap.exe

deleted: Trojan program Backdoor.Win32.GateCrasher.10 File:
C:\Temp\WINTEL\Applications\gatecrasher.zip\port.dat
deleted: Trojan program Backdoor.Win32.GateCrasher.10 File:

C:\Temp\WINTEL\Applications\gatecrasher.zip\Port.exe

disinfected: Trojan program Backdoor.Win32.GateCrasher.10  File:
C:\Temp\WINTEL\Applications\gatecrasher.zip\port.doc

deleted: Trojan program Backdoor.Win32.GateCrasher.10 File: C:\Temp\WINTEL\Applications\gatecrasher.zip\GC
- Client.exe

deleted: Trojan program Trojan.Win32.Achtung File: C:\Temp\WINTEL\tools\achtung.zip\achtung.exe

deleted: malware Flooder.Win32.Assault.10 File: C:\Temp\WINTEL\tools\assault - udp flooder.zip\assault.exe
deleted: malware DoS.Win32.Ataker.a File: C:\Temp\WINTEL\tools\attacker.zip\attacker.exe

deleted: malware Nuker.Win32.BattlePong.10  File: C:\Temp\WINTEL\tools\battlepong.zip\BattlePong.exe

deleted: malware Email-Flooder.Perl.CGIBomber File: C:\Temp\WINTEL\tools\cgi_bomb.zip\cgi_bomb.cgi
deleted: Trojan program Trojan-PSW.Win32.TFC File: C:\Temp\WINTEL\tools\DupRipper.zip\DupRipper.exe
deleted: Trojan program Trojan-Dropper.Win32.EliteWrap.103  File: C:\Temp\WINTEL\tools\elitewrap.zip\elitewrap.exe
deleted: malware Email-Flooder.Win32.GhostMail.13 File: C:\Temp\WINTEL\tools\ghostmail13.zip\GM13.exe
deleted: Trojan program Trojan-Spy.Win32.IKSlog.a File: C:\Temp\WINTEL\tools\iksnt10d-m.zip\datview.exe
deleted: Trojan program Trojan-Spy.Win32.IKSlog.a File: C:\Temp\WINTEL\tools\iksnt10d-m.zip\iks.reg

deleted: Trojan program Trojan-Spy.Win32.IKSlog.a File: C:\Temp\WINTEL\tools\iksnt10d-m.zip\iks.sys

deleted: malware HackTool.Win32.John File: C:\Temp\WINTEL\tools\john-16w.zip\john-16/run/john.exe

deleted: malware HackTool.Win32.John File: C:\Temp\WINTEL\tools\john-16w.zip\john-16/run/john-k6.zip\john.exe
deleted: malware HackTool.Win32.John File: C:\Temp\WINTEL\tools\john-16w.zip\john-16/run/john-mmx.zip\john.exe
deleted: malware Email-Flooder.Win32.NMB File: C:\Temp\WINTEL\tools\nemesis.zip\Ebombz.exe

deleted: malware Nuker.Win32.Nukelt.10 File: C:\Temp\WINTEL\tools\Nukeit.zip\Nukelt!.exe

deleted: malware Nuker.Win32.Portfu  File: C:\Temp\WINTEL\tools\portfuck.zip\Portfuck.exe

deleted: malware Email-Flooder.Win32.SendFake File: C:\Temp\WINTEL\tools\sendfake.zip\sendfake.exe
deleted: Trojan program Trojan.Win16.UnaBomber File: C:\Temp\WINTEL\tools\unabomb.zip\Unabomb.exe
deleted: virus Virus.Win9x.CIH.dam File: C:\Temp\WINTEL\tools\WebCrack40.zip\WebCrack.EXE/WISE0003.BIN
deleted: malware DoS.Win32.Soldier  File: C:\Temp\WINTEL\tools\wpepsi.zip\wpepsi.exe

deleted: malware HackTool.Win32.WwwHack.a File: C:\Temp\WINTEL\tools\wwwhack.zip\patch.exe

deleted: malware Sniffer.Win32.WinSmm.b File: C:\Temp\WINTEL\tools\sniffers\wsc11.zip\winsniff.exe

Statistics

Object Scanned Detected Untreated Deleted Moved to Quarantine  Archived Compressed
Password protected Corrupted

Total 21024 44 15 32 0 938 120 1 0
C:\Temp\ 21024 44 15 32 0 938 120 1 0
Settings

Name Value



Security Level Custom

Action Disinfect, delete if disinfection fails
File types All

Scan new and changed files only No
Scan archives All

Scan embedded OLE objects Al

Skip if object is greater than No

Skip if scan takes longer than  No

Parse e-mail formats  Yes

Scan password-protected archives No
Enable iChecker technology Yes
Enable iSwift technology Yes

Show detected threats on "Detected" tabYes

[4 Custom Settings: File Anti-Virus |Z||E|rz|

| Protection Scope

File Types

O ol

(%) Programs and documents {by content)
(" Programs and documents (by exkension)

Produckivity

Scan new and changed Files only
Compound Files

[] Scan archives

[] Scan installation packages
Scan embedded OLE objects

Extract archives in backaround if larger than |0 : ME
Do not process archives larger than : ME
& Help [ QK l [ Cancel

If | set it to Scan Archives on the fly, it catches the virii on the fly but stops the copy process



[€3 Custom Settings: File Anti-Virus

@eneral | Probection Scope |

File Types

= Al

) Programs and documents (by content)
{7 Programs and documents (by extension)

Produckivity

Scan new and changed Files only

Compaound Files

Scan installation packages
Scan embedded OLE objects

Extract archives in background if larger than III &y ME
Do not process archives larger than f.?S : ME
& Help Ik l [ Cancel
TOP
Eset NOD32

Installed with default settings
No problems updating

Startup from login to all apps loaded is about 18 seconds:
[HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows\CurrentVersion\Run]

"VMware Tools"="C:\\Program Files\VMware\\VMware Tools\VMwareTray.exe"

"VMware User Process"="C:\\Program Files\VMware\\VMware Tools\\VMwareUser.exe"
"Intel APMClient"="\"C:\\Program Files\LANDesk\LDClient\\amclient.exe\" /apm /s /ro"
"LANDesklInventoryClient"="C:\\Program Files\LANDesk\LDClient\\LDIScn32.exe"
"LANDeskVulscanClient"="C:\\Program Files\LANDesk\LDClient\\vulScan.exe"
"SDClientMonitor"="\"C:\\Program Files\LANDesk\LDClient\\webportal\\sdclientmonitor.exe\""
"nod32kui"="\"C:\\Program Files\\Eset\\nod32kui.exe\" /WAITSERVICE"

Fragmentation
Windows Disk Defragmenter
Copyright (c) 2001 Microsoft Corp. and Executive Software International, Inc.

Analysis Report

Volume size =9.99 GB
Cluster size =4 KB
Used space =2.41GB
Free space =7.58 GB
Percent free space =75%

Volume fragmentation
Total fragmentation =11%



File fragmentation =23 %
Free space fragmentation =0%

File fragmentation

Total files = 13,934
Average file size =240 KB
Total fragmented files =1,241

Total excess fragments =6,164
Average fragments per file =1.44

Pagefile fragmentation
Pagefile size =384 MB
Total fragments =1

Folder fragmentation

Total folders =1,180
Fragmented folders =22
Excess folder fragments =124

Master File Table (MFT) fragmentation

Total MFT size =16 MB
MFT record count =15,160
Percent MFT in use =92
Total MFT fragments =2

You should defragment this volume.

Idle

Image Mame PID  CPU CPU Time  Mem sage VM Size Peak Mem Usage

nod3zkrn, exe 1936 00 0:00:23 f, 064 K 16,916 K 32,032 K
nod3zkui.exe 2052 0o o017 als K 1,732 K

Scanning - In-depth Scan

Irnage Mame PID  CPU CPU Tirme . Mem Usage WM Size Peak Mem Usage
nod3z2, exe 1950 54 0:00:11 18,740 k. 15,288 k

nod3Zkrn, exe 1936 oo 0:00:21 12,672 K 16,680 K 32,032 K
nod32kui.exe 2052 oo 0:00:05 2,480 kK 1,540k 5,540 K
Image Mame PID  CPU CPU Time | Mem Usage ¥M Size | Peak Mem Usage
nod3Z exe 1950 94 0:01:05 22,060 K 18,584 kK 24,600 K
nod3zkrn, exe 19536 00 0:00:21 12,640 K 16,644 k 32,032 K

nod3zkui.exe 2052 00 0:00:05 Z,480 K 1,540k 3,540 K



CPL Usage CPU Usage History

i Ihll |J T | g
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PF Usage Pange File Usage Hiskary

Tokals Pheesical Memory (1)

Handles 7035 Tokal 261616
Threads 331 fyvailable 45264
Processes 33 Syskem Cache 125504
Commit Charge (k) Kernel Memary (k)

Tatal 157360 Tokal 35732
Lirnik 631468 Paged 242838
Peak. 191624 Monpaged 14444

Image Mame FID  CPU CPU Tirme  Mem Usage WM Size Peak Mem Llsage

1950 ) 1 1 % 3
nl:u:|32krn Exe 1936 00 o:00:21 3,804 K 15 688 4 32 032 K

nod32kui.exe 2052 oo 0:00:06 1,960k 1,540 K 5,540 K
CPU Usage CPL Usage History
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Pange File Usage Hiskory

Taokals Phiwsical Memaory: (k)

Handles 7049 Total 261616
Threads 336 Avvailable 45296
Processes 33 Systerm Cache 125840
Cammik Charge (k) kernel Memory (k)

Tatal 187876 Takal 38472
Lirnik 631468 Paged 24036
Peak 193332 Monpaged 14436

nod32.exe, PID1980 = 28 modules (only loaded when scanning)
nod32krn, PID1936 = 48 modules
nod32kui.exe, PID2052 = 27 modules

Scanned: 38,538
Duration: 00:06:59

Scanning Log
NODS32 version 1.1584 (20060607) NT



Checking CRC of NOD32.EXE: Status OK

Operating memory is OK.

Date: 7.6.2006 Time: 16:19:25

Scanned disks, folders and files: C:

C:\pagefile.sys - error opening (File locked) [4]

C:\Documents and Settings\fpettis\sNTUSER.DAT - error opening (File locked) [4]

C:\Documents and Settings\fpettis\sNTUSER.DAT.LOG - error opening (File locked) [4]

C:\Documents and Settings\fpettis\Local Settings\Application Data\Microsoft\Windows\UsrClass.dat - error opening (File
locked) [4]

C:\Documents and Settings\fpettis\Local Settings\Application Data\Microsoft\Windows\UsrClass.dat.LOG - error opening
(File locked) [4]

C:\Documents and Settings\fpettis\Local Settings\Application Data\VMware\hgfs.dat - error opening (File locked) [4]
C:\Documents and Settings\LocalService\NTUSER.DAT - error opening (File locked) [4]

C:\Documents and Settings\LocalService\ntuser.dat.LOG - error opening (File locked) [4]

C:\Documents and Settings\LocalService\Local Settings\Application Data\Microsoft\Windows\UsrClass.dat - error opening
(File locked) [4]

C:\Documents and Settings\LocalService\Local Settings\Application Data\Microsoft\Windows\UsrClass.dat.LOG - error
opening (File locked) [4]

C:\Documents and Settings\NetworkService\NTUSER.DAT - error opening (File locked) [4]

C:\Documents and Settings\NetworkService\ntuser.dat.LOG - error opening (File locked) [4]

C:\Documents and Settings\NetworkService\Local Settings\Application Data\Microsoft\Windows\UsrClass.dat - error
opening (File locked) [4]

C:\Documents and Settings\NetworkService\Local Settings\Application Data\Microsoft\Windows\UsrClass.dat.LOG - error
opening (File locked) [4]

C:\System Volume Information\MountPointManagerRemoteDatabase - error opening (Access denied) [4]
C:\WINDOWS\system32\config\default - error opening (File locked) [4]

C:\WINDOWS\system32\config\default.LOG - error opening (File locked) [4]

C:\WINDOW S\system32\config\SAM - error opening (File locked) [4]

C:\WINDOW S\system32\config\SAM.LOG - error opening (File locked) [4]

C:\WINDOW S\system32\config\SECURITY - error opening (File locked) [4]

C:\WINDOW S\system32\config\SECURITY.LOG - error opening (File locked) [4]

C:\WINDOW S\system32\config\software - error opening (File locked) [4]

C:\WINDOW S\system32\config\software.LOG - error opening (File locked) [4]

C:\WINDOW S\system32\config\system - error opening (File locked) [4]

C:\WINDOWS\system32\config\system.LOG - error opening (File locked) [4]

Number of scanned files: 38538

Number of threats found: 0

Time of completion: 16:26:24 Total scanning time: 419 sec (00:06:59)

Notes:

[4] File cannot be opened. It may be in use by another application or operating system.

On-access Scanning

Image Mame PID  CPU CPU Tirme  Mem Usage WM Size Peak Mem Usage
lsass. exe G965 oo :00:0z2 1,125k 4,116 K 9,744 K
nod3Zkrn, exe 1936 g 0021 3,584 K 16,820 K 32,032 K

niod3zkui.exe 2052 0o :00:11 £,655 K 1,624 K 5,940 K



CPL Usage CPU Usage Hiskory

PF Usage Pane File Usage Hiskory:

Tokals Pheesical Memory (K

Handles 7115 Tokal ZE1616
Threads 339 Available 1004
Processes 32 Swskem Cache 114392
Commit Charge (k) Kernel Memory (K

Tokal 134540 Tokal 29204
Lirnik 631468 Paged 24784
Peak. 201860 MNonpaged 14420

Picked some up when moving files
Stopped the copy process
On-access scanner cannot scan within archives

Disabled on-access scanner to copy CD to HD
Scanned copied files on HD

Irnage Mame PID  CPU CPU Tirme © Mem Usage ¥M Size  Peak Mem Usage
nod3z exe 3304 89 o:oz:07 15,812 K 15,408 K 30,356 K
nod3Zkrn, exe 1936 00 00023 3,592 K 16,854 K 32,032 K
nod32kui.exe 2052 00 o015 3,624 K 1,732 K 5,540 K
CPU Usage CPL Usage History
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PF Usage Pane File Usage Hiskory

199 MEB

Taokals Phrvsical Mermory (k)

Handles TE58 Total 261616
Threads 333 Ay ailable B2616
Processes 34 System Cache 156112
Cormmit Charge (k) kKernel Memary (k)

Total 204228 Tokal 37072
Lirnit 631465 Paged 22560
Peak 223805 Monpaged 14512

Scanning Log
NOD32 version 1.1584 (20060607) NT
Command line: C:\Temp



Checking CRC of NOD32.EXE: Status OK

Operating memory is OK.

Date: 7.6.2006 Time: 17:30:34

Scanned disks, folders and files: C:\Temp\

C:\Temp\bakdoorz\Irk4-src.tgz »GZ »Irk4.src.tar »TAR »Irk4/net-tools-1.32-alpha/ifconfig - Linux/Rootkit.Agent.40 trojan
C:\Temp\bakdoorz\Irk4-src.tgz »GZ »Irk4.src.tar »TAR »Irk4/net-tools-1.32-alpha/netstat - Linux/Rootkit.Agent.40 trojan
C:\Temp\bakdoorz\Irk4-src.tgz »GZ »Irk4.src.tar »TAR »Irk4/findutils/xargs/xargs - Linux/Rootkit. Agent.40 trojan
C:\Temp\bakdoorz\Irk4-src.tgz »GZ »Irk4.src.tar »TAR »Irk4/findutils/locate/locate - Linux/Rootkit.Agent.40 trojan
C:\Temp\bakdoorz\Irk4-src.tgz - Linux/Rootkit.Agent.40 trojan - quarantined - deleted

C:\Temp\bios\killcmos.zip »ZIP »KILLCMOS.COM - KillCMOS.A trojan

C:\Temp\bios\killcmos.zip - KillCMOS.A trojan - quarantined - deleted

C:\Temp\key loggers\bad_day.exe - Flipped joke - unable to clean - quarantined - deleted

C:\Temp\key loggers\winerr.zip »ZIP »OE.EXE - BAT/Emilia.E.exe trojan

C:\Temp\key loggers\winerr.zip - BAT/Emilia.E.exe trojan - quarantined - deleted
C:ATemp\UNIX\LINUX\tools\Irk5.src.tar.gz »GZ »Irk5.src.tar »TAR »Irk5/net-tools-1.32-alpha/ifconfig -
Linux/Rootkit.Agent.40 trojan

C:\Temp\UNIX\LINUX\tools\Irk5.src.tar.gz »GZ »Irk5.src.tar »TAR »Irk5/net-tools-1.32-alpha/netstat -
Linux/Rootkit.Agent.40 trojan

C:ATemp\UNIX\LINUX\tools\Irk5.src.tar.gz »GZ »Irk5.src.tar »TAR »Irk5/psmisc/fuser - Linux/Rootkit.Agent.40 trojan
C:\Temp\UNIX\LINUX\tools\Irk5.src.tar.gz »GZ »Irk5.src.tar »TAR »Irk5/psmisc/killall - Linux/Rootkit.Agent.40 trojan
C:\Temp\UNIX\LINUX\tools\Irk5.src.tar.gz »GZ »Irk5.src.tar »TAR »Irk5/findutils/xargs/xargs - Linux/Rootkit.Agent.40
trojan

C:ATemp\UNIX\LINUX\tools\Irk5.src.tar.gz »GZ »Irk5.src.tar »TAR »Irk5/findutils/locate/locate - Linux/Rootkit.Agent.40
trojan

C:ATemp\UNIX\LINUX\tools\Irk5.src.tar.gz »GZ »Irk5.src.tar »TAR »Irk5/sniffer/sniffer - Linux/Rootkit.Agent.40 trojan
C:ATemp\UNIX\LINUX\tools\Irk5.src.tar.gz - Linux/Rootkit.Agent.40 trojan - quarantined - deleted
C:ATemp\UNIX\LINUX\tools\nessus-0.99.5-1.tgz »GZ »nessus-0.99.5-1.tar »TAR »nessus-core-0.99.5-1.tar.gz »GZ
»nessus-core-0.99.5-1.tar - archive damaged

C:\Temp\UNIX\Unix Utils\ADMsniff-v08.tgz »GZ » ADMsniff-v08.tar - incorrect CRC checksum, the file may be damaged
C\Temp\WINTEL\netcat.zip »ZIP »nc.exe - Win32/RiskWare.RemoteAdmin.NetCat.110 application
C:\Temp\WINTEL\netcat.zip - Win32/RiskWare.RemoteAdmin.NetCat.110 application - quarantined - deleted
C:\Temp\WINTEL\Applications\aoltrojan.zip »ZIP »client.exe - Win32/AOL.Cheeser trojan
C:A\Temp\WINTEL\Applications\aoltrojan.zip »ZIP »server.exe - Win32/AOL.Cheeser trojan
C:\Temp\WINTEL\Applications\aoltrojan.zip »ZIP »serverc.exe - Win32/AOL.Cheeser trojan
C:A\Temp\WINTEL\Applications\aoltrojan.zip - Win32/AOL.Cheeser trojan - quarantined - deleted
C:\Temp\WINTEL\Applications\elitewrap.zip »ZIP »elitewrap.exe - Win32/Elite.1_05 trojan
C:A\Temp\WINTEL\Applications\elitewrap.zip - Win32/Elite.1_05 trojan - quarantined - deleted
C:\Temp\WINTEL\Applications\gatecrasher.zip »ZIP »port.dat - Win32/GateCrasher.1_1 trojan
C:\Temp\WINTEL\Applications\gatecrasher.zip »ZIP »Port.exe - Win32/GateCrasher.1_1 trojan
C:\Temp\WINTEL\Applications\gatecrasher.zip »ZIP »GC - Client.exe - Win32/GateCrasher.1_0 trojan
C:\Temp\WINTEL\Applications\gatecrasher.zip - multiple infiltrations - quarantined - deleted
C:\Temp\WINTEL\Applications\winzip80.exe »ZIP »SETUP.WZ »ZIP »WINZIP32.EX_ - error - password-protected file
C:\Temp\WINTEL\tools\achtung.zip »ZIP »achtung.exe - Win32/Achtung.A trojan
C:A\Temp\WINTEL\tools\achtung.zip - Win32/Achtung.A trojan - quarantined - deleted

C:\Temp\WINTEL\tools\assault - udp flooder.zip »ZIP »assault.exe - Win32/Flooder.Assault.10 trojan
C:A\Temp\WINTEL\tools\assault - udp flooder.zip - Win32/Flooder.Assault.10 trojan - quarantined - deleted
C:\Temp\WINTEL\tools\battlepong.zip »ZIP »BattlePong.exe - Win32/Nuker.BattlePong.10 trojan
C:\Temp\WINTEL\tools\battlepong.zip - Win32/Nuker.BattlePong.10 trojan - quarantined - deleted
C:\Temp\WINTEL\tools\buttsniffer093.zip »ZIP »BUTTSniff.dll - Win32/B0O.143360 trojan
C:A\Temp\WINTEL\tools\buttsniffer093.zip »ZIP »BUTTSniff.exe - Win32/B0.139264 trojan
C:\Temp\WINTEL\tools\buttsniffer093.zip - multiple infiltrations - quarantined - deleted
C:\Temp\WINTEL\tools\cgi_bomb.zip »ZIP »cgi_bomb.cgi - Unix/Exploit.Cgimail trojan
C:\Temp\WINTEL\tools\cgi_bomb.zip - Unix/Exploit.Cgimail trojan - quarantined - deleted
C:\Temp\WINTEL\tools\DupRipper.zip »ZIP »DupRipper.exe - Win32/DupRipper trojan
C:\Temp\WINTEL\tools\DupRipper.zip - Win32/DupRipper trojan - quarantined - deleted
C:A\Temp\WINTEL\tools\elitewrap.zip »ZIP »elitewrap.exe - Win32/Elite.1_05 trojan



C:\Temp\WINTEL\tools\elitewrap.zip - Win32/Elite.1_05 trojan - quarantined - deleted
C:A\Temp\WINTEL\tools\ghostmail13.zip »ZIP »GM13.exe - Win32/Flooder.GhostMail.13 trojan
C:A\Temp\WINTEL\tools\ghostmail13.zip - Win32/Flooder.GhostMail.13 trojan - quarantined - deleted
C:\Temp\WINTEL\tools\iksnt10d-m.zip »ZIP »datview.exe - Win32/Spy.IKSlog.10 trojan
C:\Temp\WINTEL\tools\iksnt10d-m.zip »ZIP »iks.sys - Win32/Spy.IKSlog.10 trojan
C:A\Temp\WINTEL\tools\iksnt10d-m.zip - Win32/Spy.IKSlog.10 trojan - quarantined - deleted
C:\Temp\WINTEL\tools\john-16w.zip »ZIP »john-16/run/john.exe - Win32/HackTool.John trojan
C:\Temp\WINTEL\tools\john-16w.zip »ZIP »john-16/run/john-k6.zip »ZIP »john.exe - Win32/HackTool.John trojan
C:\Temp\WINTEL\tools\john-16w.zip »ZIP »john-16/run/john-mmx.zip »ZIP »john.exe - Win32/HackTool.John trojan
C:A\Temp\WINTEL\tools\john-16w.zip - Win32/HackTool.John trojan - quarantined - deleted
C:\Temp\WINTEL\tools\nbpro210.exe - Win32/Netbus.21 trojan - unable to clean - quarantined - deleted
C:A\Temp\WINTEL\tools\nbtscan1_0_2.zip »ZIP »COPYING »TAR - archive damaged
C:A\Temp\WINTEL\tools\nc11nt.zip »ZIP »nc.exe - Win32/RiskWare.RemoteAdmin.NetCat.110 application
C:A\Temp\WINTEL\tools\nc11nt.zip - Win32/RiskWare.RemoteAdmin.NetCat.110 application - quarantined - deleted
C:\Temp\WINTEL\tools\nemesis.zip »ZIP »Ebombz.exe - Win32/Spammer.NMB trojan
C:\Temp\WINTEL\tools\nemesis.zip - Win32/Spammer.NMB trojan - quarantined - deleted
C:\Temp\WINTEL\tools\Nukeit.zip »ZIP »Nukelt!.exe - Win32/Nuker.Nukelt.10 trojan
C:\Temp\WINTEL\tools\Nukeit.zip - Win32/Nuker.Nukelt.10 trojan - quarantined - deleted
C:\Temp\WINTEL\tools\portfuck.zip »ZIP »Portfuck.exe - Win32/Nuker.Portfu trojan
C:\Temp\WINTEL\tools\portfuck.zip - Win32/Nuker.Portfu trojan - quarantined - deleted
C:\Temp\WINTEL\tools\pwdump?2.zip »ZIP »pwdump2/pwdump?2.exe - Win32/PSWTool.PWDump2 application
C:\Temp\WINTEL\tools\pwdump?2.zip »ZIP »pwdump2/samdump.dil - Win32/PSWTool.PWDump2 application
C:\Temp\WINTEL\tools\pwdump?2.zip - Win32/PSWTool.PWDump2 application - quarantined - deleted
C:\Temp\WINTEL\tools\sendfake.zip »ZIP »sendfake.exe - Win32/Spammer.Mail.SendFake.A trojan
C:\Temp\WINTEL\tools\sendfake.zip - Win32/Spammer.Mail.SendFake.A trojan - quarantined - deleted
C:A\Temp\WINTEL\tools\unabomb.zip »ZIP »Unabomb.exe - Win16/Unabomber trojan
C:\Temp\WINTEL\tools\unabomb.zip - Win16/Unabomber trojan - quarantined - deleted
C:A\Temp\WINTEL\tools\wpepsi.zip »ZIP »wpepsi.exe - Win32/DDoS.Soldier trojan
C:\Temp\WINTEL\tools\wpepsi.zip - Win32/DDoS.Soldier trojan - quarantined - deleted
C:\Temp\WINTEL\tools\wwwhack.zip »ZIP »patch.exe - Win32/HackTool. WwwHack trojan
C:\Temp\WINTEL\tools\wwwhack.zip - Win32/HackTool. WwwHack trojan - quarantined - deleted

Number of scanned files: 20969

Number of threats found: 47

Number of files cleaned: 29

Time of completion: 17:33:16 Total scanning time: 162 sec (00:02:42)

TopP



Summary

Eset

Kaspersky | NOD32
Cost $50 $40
Download Size 12.9 MB 9.7 MB
Overall used disk
space 2.46 GB 2.41 GB
Total # of files on
disk 38,921 38,538
Idle Memory
Usage 8,368 Kb 6,572 Kb
Peak Memory
Usage after a 156,396
scan Kb | 62,932 Kb
Time for complete
scan 00:14:45 00:06:59
Scan of 679 files 21,024 20,969
in 112 folders Objects Objects
Time to complete 00:06:22 00:02:42
Detections out of
52* 44 47
Percentage 84.6% 90.4%

*I used 52 because there were 5 that Kaspersky detected
that NOD32 didn’t & 8 that NOD32 found that Kaspersky

didn’t.

In the end, they are both excellent products. | would have to give NOD32 the advantage though. It is better in cost, size
on disk, memory footprint, speed & detection rate. If you look at the performance graphics, NOD32 did hammer on the
CPU more when scanning. But the scan times were less than half of what Kaspersky had. The other downfall with
NOD32 is you can’t scan within archives on the fly. Although | don’t think this is a huge issue, since the archive is
unpacked to the HD anyway. When you go to use the archive, NOD32 will pick it up or get it in a full scan. | had some
minor issues updating Kaspersky initially. A quick Google took care of this, but it does mean that others have had this
problem also. This is not a definitive test to end all tests, just some basic benchmarks and observations. Hope this can

help people make their decision.
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